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(Anonymized Data) . .
SKYE:  https://www.secoda.co/glossary/anonymized-data
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(Application Monitoring)
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(Artificial Intelligence)
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© 2024 22 4B KR AR X R AT 7


https://www.aon.com/en/capabilities/cyber-resilience/adversary-simulation
https://www.secoda.co/glossary/anonymized-data
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(Authentication)

B

(Authorization)

H 3B m B2
(Automated Incident

Response)

REHE

(Big Data)

b 55 EE SR R HE
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(Business Continuity
and Disaster Recovery

(BCDR))
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%M

KB https://csrc.nist.gov/glossary/term/authentication
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SEYE: https://csrc.nist.gov/glossary/term/authorization
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SKYE: https://csrc.nist.gov/glossary/term/authorization
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https://csrc.nist.gov/glossary/term/authentication
https://csrc.nist.gov/glossary/term/authorization
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https://www.techtarget.com/searchdatamanagement/definition/big-data
https://www.techtarget.com/searchdatamanagement/definition/big-data
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(Cloud Access Security

Broker , CASB)

4% 22 4RI

(Cyber Insurance)

o

(Data)
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(Data Analytics)

BRLem

(Data Architecture)
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https://www.gartner.com/en/information-technology/glossary/cloud-acces

s-security-brokers-casbs
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& T 5 E. RJE: Trend Micro: What Is Cyber Insurance?
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https://www.comptia.org/content/guides/what-is-data-analytics
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S https://www.ibm.com/topics/data-architecture
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https://www.gartner.com/en/information-technology/glossary/cloud-access-security-brokers-casbs
https://www.gartner.com/en/information-technology/glossary/cloud-access-security-brokers-casbs
https://www.gartner.com/en/information-technology/glossary/cloud-access-security-brokers-casbs
https://www.trendmicro.com/en_za/what-is/cyber-insurance.html
https://www.comptia.org/content/guides/what-is-data-analytics
https://www.ibm.com/topics/data-architecture
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(Data, Assets,

Applications,

Services, DAAS)

g€

(Data at Rest)

Btk %

(Data Breach)
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https://www.cisa.gov/sites/default/files/publications/NSTAC%20Report%20
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ntity%20Management%20%2810-17-22%29.pdf
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S5 https://www.imperva.com/learn/data-security/data-at-rest/
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https://www.imperva.com/learn/data-security/data-at-rest/
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(Data/Asset

Classification)

oo Hx

(Data Catalog)

BB

(Data Corpus)

o KB

(Data Discovery)

HIEmA

(Data Fabric)

HEiaE

(Data Governance)

SJJE:  https://csrc.nist.gov/glossary/term/breach
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SRYE:  https://www.ibm.com/topics/data-catalog

B R A — R LS SOAR B A R B B o X B S B
(R HZAE 5 BT 5 B RHE S 90 S 1 SCR B B 0. TR 1 N 2
AAZ R, GREMRAR. D il AT H. BRTTH. B

FADWLE e

S5 Hypersense Al: Corpus

BAERZS . i AR 55 4 FH 43 1 A0 73 A7 fik 1) Budis B I A

KU VM B FEEIEE v2: CSA: A5 R T (SRM) A,

— ARG, R RER S RS, SEEL T B AR E A SR
218 4 3 21 i HE AR o

SRJE:IBM: What is a data fabric?
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https://csrc.nist.gov/glossary/term/breach
https://www.ibm.com/topics/data-catalog
https://hypersense.subex.com/aiglossary/corpus/
https://cloudsecurityalliance.org/artifacts/enterprise-architecture-reference-guide-v2/
https://www.ibm.com/topics/data-fabric

(Data Integrity)

gk lioE

(Data in transit)

52 I BB

(Data in use)

£ 6 R S

(Data

Interoperability)
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S https://csrc.nist.gov/glossary/term/data_integrity
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S5 https://www.imperva.com/learn/data-security/data-at-rest/
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https://cloudsecurityalliance.org/artifacts/enterprise-architecture-reference-guide-v2/
https://csrc.nist.gov/glossary/term/data_integrity
https://www.imperva.com/learn/data-security/data-at-rest/
https://www.imperva.com/learn/data-security/data-at-rest/
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(Data Lake)

Hodhe 2k A A S

(Data Life Cycle

Management)

B By it E

(Data Loss

Prevention, DLP)

MEARENHAZRE TRErRAE, Wit B3
SPATIERE, SETH R HRE LI N5 i) BT o

>k VI :https://www.datadsdgs.org/initiatives/data-interoperability-

collaborative
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https://azure.microsoft.com/en-us/resources/cloud-computing-dictionary/

what-is-a-data-lake

Hyabar FINE AR T ANIB: 8. /76, /. 3%, I
M. RERX-IREEEI LIk, B8 208, EHA
WA, AT BAAS SRR e 2B BUE RS, A B A B

KiE: LS XEEEFE (SRM) 4

Hfe Bt R A 48 S S ORI S AE . SRR PR, B R
X EEHHE AN 2 TE Rtk R 45 L AN K R =05 o IXIRAE P T SR NS IR
I o3 FAAURHEE AR AR SCE SO E PSRN, 1A i A
Mdish, JFx AR F AR AT IR . ISR

KR S5 (SRM) 4

© 2024 22 4B KR AR X R AT 13


https://www.data4sdgs.org/initiatives/data-interoperability-collaborative
https://www.data4sdgs.org/initiatives/data-interoperability-collaborative
https://azure.microsoft.com/en-us/resources/cloud-computing-dictionary/what-is-a-data-lake
https://azure.microsoft.com/en-us/resources/cloud-computing-dictionary/what-is-a-data-lake
https://azure.microsoft.com/en-us/resources/cloud-computing-dictionary/what-is-a-data-lake
https://cloudsecurityalliance.org/artifacts/enterprise-architecture-reference-guide-v2/
https://cloudsecurityalliance.org/artifacts/enterprise-architecture-reference-guide-v2/
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(Data Loss)

Rt

(Data Leakage)

¥4 1 %

(Data lineage)

KAk

(Data Localization)

Bim i

(Data Masking)

HHE R

(Data Mesh)

I 15 O Bt i B Aot . B ER LA BUREWLEE BTN,

SJE:  https://csrc.nist.gov/glossary/term/data loss

RS HRE Bbi AL S P A% a2 S50 At B2 U AT 9

U https://www.forcepoint.com/cyber-edu/data-leakage
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Haie .

SJeVE:  https://www.ibm.com/topics/data-lineage

K A 3t A AR Bt Ok B AR HORIEB X R

¥ W https://www.cloudflare.com/learning/privacy/what-is-data-

localization

FEECHR A7 N R s B e R AT GE#O L. e iR
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.
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https://csrc.nist.gov/glossary/term/data_loss
https://www.forcepoint.com/cyber-edu/data-leakage
https://www.ibm.com/topics/data-lineage
https://www.cloudflare.com/learning/privacy/what-is-data-localization/
https://www.cloudflare.com/learning/privacy/what-is-data-localization/
https://cloudsecurityalliance.org/artifacts/enterprise-architecture-reference-guide-v2/

BARIZH

(Data Mining)

BIRRE

(Data Obscuring)

BRI AL

(Data Persistence)

BHmEE

(Data Pipeline)

R AFIE

(Data Preservation)

S & v v - PO g i o] i v

Y5 https://aws.amazon.com/what-is/data-mesh/

B2 AR BHE AR E I (KDD) 5 & MK A K 45 rh R B AN
HAtAT a5 SR AE .

Y5 https://www.ibm.com/topics/data-mining

I I B A TR AP CAnn s ) 38 i PR g Bl 7 B i sk i 7 ik
K IRE BOR AT DAAEIRACRS AR, ftn, B b S AR P R ) T RE
WA MRBARMERTT SR, i HY 28K Bl S AEAEPE DL E IR BIURE B .
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Ha s AR IR QI N AR P XA, BE VR eI . N
TR — i, BARLIE N 5 RANEAF il 4% — — — R BB ARE P A
P T R REKIIR B 5 B A s 2R T

S} https://www.mongodb.com/databases/data-persistence

e PhTi, Hod IS R R R IR SR U A A, R e R A B A
fEfit, BRI B G, DL .

S5 https://www.ibm.com/topics/data-pipeline

HHEAFUE AR E VR A IR R RS A B A7 B 2 (BSD F8 47 TE 10 A
FHRIERE . NORAHEBEIEYE, SFENDIURSE SAPRIR
Ry EREMEM T B

SJE . https://zapproved.com/blog/what-is-preservation/
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https://aws.amazon.com/what-is/data-mesh/
https://www.ibm.com/topics/data-mining
https://cloudsecurityalliance.org/artifacts/enterprise-architecture-reference-guide-v2/
https://www.mongodb.com/databases/data-persistence
https://www.ibm.com/topics/data-pipeline
https://zapproved.com/blog/what-is-preservation/
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(Data Provenance)

SJE:  https://csrc.nist.gov/glossary/term/data_provenance

4

HOHE U B FE A AR AL PR W P BRI B AL B, Sl R A
R o

HoRLE

(Data Residency)
SKJE: TechTarget - What is data residency?

WRYEE M RRER . ITEAT 2. 484 M BOR. fedE. AENIANER
TEESR, EHARERENIEEMARS R NER .
PR

Vi :
(Data Retention)

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r5.pd

f

HAE R K00 0 28 R A DR B £ 22 AL R 50 B S I SRR AN P I, DRI
FEANE R # R eV 1) B S EdE

(Data Segregation)
RIR: A S AR R v2: CSA: FARMRIR T RS (TSS) 4k

Hodle 52 H W BAT Ak i £ [ K B8 B X VA R R IO &

e R
PSLE

(Data Sovereignty)
https://www.splunk.com/en us/blog/learn/data-sovereignty-vs-data-resi

dency.html
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https://csrc.nist.gov/glossary/term/data_provenance
https://searchstorage.techtarget.com/definition/data-residency
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r5.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r5.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r5.pdf
https://cloudsecurityalliance.org/artifacts/enterprise-architecture-reference-guide-v2/
https://www.splunk.com/en_us/blog/learn/data-sovereignty-vs-data-residency.html
https://www.splunk.com/en_us/blog/learn/data-sovereignty-vs-data-residency.html
https://www.splunk.com/en_us/blog/learn/data-sovereignty-vs-data-residency.html

BoRriE

(Data Storage)

HIEpras

(Data Tagging)

oo e A Bl

(Data Use

Agreement, DUA)

- ECE S22

(Data Wrangling)

BHEERIR

(De-identification

of Data)

L TITRMBARRRAE S, BB R HlEfF
i A2 1 A5 P T S B At B2 %A FH D S A BROR (A7 8

Sy . https://www.hpe.com/us/en/what-is/data-storage.html

Babr st — R T BRI, 8 E AR o B U Bi e — 2%
R EAMTHA—NRH, JHA BT M 0 s 2 R E

.

K. ARSI ISE v2: CSA: A SRS EE (SRM) AR

Ha (8 I O BOR & BEXUS A2 s E MR K 5 7] . DUA B € 1 HERETT
VEAE A AR U — RO B £, LR Fo v OB T A0 5
DUA iR FE N 53 AT 73 e 1 Ao FH 08 19 36 24 A

kR : https://ora.stanford.edu/resources/data-use-agreements

WO IR B 2 BOEHR B i —— R 0 2 B R IR a6 5
P 5 0 o2 oy A P IR SRR B R A o AR 1 B A 10 ol A 1
Pk B SE LR H b, BAR 7532 R H AN R 1T A

SeJE . https://online.hbs.edu/blog/post/data-wrangling

B A N Bt A R A AN BBURRAS JE DA PR 7 45 78 Bt 56 Th S N B AL FY

R

Sy . NISTIR 8053 De-ldentification of Personal Information
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https://www.hpe.com/us/en/what-is/data-storage.html
https://cloudsecurityalliance.org/artifacts/enterprise-architecture-reference-guide-v2/
https://ora.stanford.edu/resources/data-use-agreements
https://online.hbs.edu/blog/post/data-wrangling
https://nvlpubs.nist.gov/nistpubs/ir/2015/NIST.IR.8053.pdf

LR

(Denial of Service,

DoS)

BFUEF

(Digital Certificate)

o BUIE

(Digital Forensics)

RAENRE BIARST
(Disaster Recovery as

a Service, DRaa$S)

R

(Decryption)

RS, RRPESCB PO BUH P AT AT 8. A ld, 64
i 55 38 0 SR BRSO BN 8 = SRR AT . ARIE B T R

Sy . Cloud Penetration Testing : CSA

B UE 5 R — ARSI S A B AR T TS0, T SL SRS T
M2 4815 . 75 1AM 38rh, Bl i s T S IIE AN E H 1.
EATHPEFONIERBEN (CA) MAMEE =K. B, HH
AT A FH 800 S R IR A V7 ) O 48 1) 53 R B 43, B
IR 90 A A R SRR B R AT N

SJE . https://csrc.nist.gov/glossary/term/digital certificate

KRt S T 8RR WegE . BB T, RIS OREEE B 5
B AN ORefR ™ 1) A

SJE:  https://csrc.nist.gov/glossary/term/digital forensics

MR ERS A, ERWHIRIES =T m i EIR S b &0 H
PN T A, AT AR 9 HE A 2R i AT DLEE SRAG S 1T LA B

i [ AT fE

S}JE: Disaster Recovery as a Service : CSA

R naes 1) Bt e e I LB AR (1 . T i s I A

SJF . NIST SP 800-53 Revision 5
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https://cloudsecurityalliance.org/artifacts/cloud-penetration-testing-playbook/
https://csrc.nist.gov/glossary/term/digital_certificate
https://csrc.nist.gov/glossary/term/digital_forensics
https://cloudsecurityalliance.org/artifacts/disaster-recovery-as-a-service/
https://doi.org/10.6028/NIST.SP.800-53r5

WEHR

(Double Extortion)

HAEE

(Egress Filtering)

I

(Encryption)

b

(Endpoints)

K fk

(Entity)

FEXNEBN RS, WZIUIRT T I8 BUR A R Bl I B Z0R
RAGFERG N _E, IFSELy iR m KN, U SRAE 55 303 PR BT R A I8
W7 A BRI 1) ZH 28 AT DA BLRT ) & o H IR R R R II(E
EEIRAd 2 )5, R i U 1t e ZE N EA 2

Sy . ISAGCA: Double Extortion Ransomware: What It Is and How to

Respond

LI h 2R 1 T, DM R SR VR TR fo VIR BT R .

M -

https://www.pcisecuritystandards.org/glossary/egress-filtering/

IE A8 6 AU SRR SO e O AN T N A, DR
BRI e BRI

SJE: Defined Categories of Service 2011 : CSA

S R P LA P 1T R T AR LMW 0 TR R,
BB A AT HA 5 A AR R YT R 1212

K. VAR S 5T v2: CSA: BRI MRS (TSS) 4l

KARIR R IT LRGP ME— . AT RRIAT N . TEMSE 24208
ik, SEARWTRULRRIT . . NMAREFEH 1AM RS IR IE
MIFRGE. SARAE RGP AT LLA AR A AR, EATR BRI
BRUR AT FDE ik R R, U TR 22 K.

HKIR: (B REA B
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https://gca.isa.org/blog/double-extortion-ransomware-what-it-is-and-how-to-respond
https://gca.isa.org/blog/double-extortion-ransomware-what-it-is-and-how-to-respond
https://www.pcisecuritystandards.org/glossary/egress-filtering/
https://cloudsecurityalliance.org/artifacts/defined-categories-of-service-2011/
https://cloudsecurityalliance.org/artifacts/enterprise-architecture-reference-guide-v2/

ETL &l

(ETL Pipeline)

BRI 5 oy B 2
(Federated Identity

Management)

B K 3

(Firewal)

i R %

(GDPR)

PR FeHAing (ETL) REEGE T — e, 5o EdE A
VAR G 4 L B B &

SeJE . https://www.secoda.co/glossary/etl-pipeline

FVFE LA AR Z R AR S E AR AT R AL E S5 R . TR
AIRRE FCVERE B 403 & 1 A — AN B2 A5 A SRR IR B 43 B8 E SEAR e 72 3]
AN, TSR RECIAR E K, Aoy SR A
AN S SRAEE MR “ B R MERME.

M«

https://www.gartner.com/en/information-technology/glossary/

federated-identity-management

R 1) P A 3 ] 2% 2 T] A S 5 O B ) PR 2 JE R B o BT K

T Lo 22 R AE I T TSR B SRR P, T DU R K iR
Y EF ML ERBEREKE RS (g o B, Pk T E
SO T o 5 2 i e A PR A 8 g 152 T (T PR U

SR https://csrc.nist.gov/glossary/term/firewall

CiE BRI 2445 (GDPR) ) S th b f ™ A F R RL Al 22 vk

REERBERE (EU) EEIHELK, (HEAAEF T HH L
Jin T X585, RECEATE B SRR N SRS B . ik
F 2018 4£ 5 H 25 HIFUAERL. GDPR #5533 [ L Ba AL AN 2 4 b
HERI AL DA™ 75 13K, $1 K Sl e vl ik 30T KT

Y. https://gdpr.eu/what-is-gdpr/
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https://www.secoda.co/glossary/etl-pipeline
https://www.gartner.com/en/information-technology/glossary/federated-identity-management
https://www.gartner.com/en/information-technology/glossary/federated-identity-management
https://csrc.nist.gov/glossary/term/firewall
https://gdpr.eu/what-is-gdpr/

R EBR

(HSM)

ne A /5

(Hashing)

EEIES

(Homomorphic

Encryption, HE)

i A A 2 il
(Hypertext Transport

Protocol Secure, HTTPS)

— R ORARE BN R A A A A PR B BB . HSM

—ANINERL, B M A R,

https://csrc.nist.gov/glossary/term/hardware _security module _hsm

— AR R O B E K EERE (FORS A RIINE R . maA/
OB T B 25040 1) 5 B A RS B A 22 SR AL B

SJF: NIST SP 800-53 Revision 5

SCRERTIN A B BEAT THRE I BE . H RSN (PHE) HSCHRFA R
IR, s E AN, (B PERERIREMAIR /N o SE 2 RIS (FHED
SRRz AT R AR R B AR R, B REEERE.

https://www.gartner.com/en/information-technology/glossary/

homomorphic-encryption-he

HTTPS J& —Fh 22 4 [ 443815 Tk, HERAR EIHAR—FIL, B2
B SCAAL B (HTTP) 384T 7E SSL/TLS Bl ERI4s 8, M
SSL/TLS F%2 AT RE S I BARHER) HTTP JEAE .

Sy . https://iapp.org/resources/article/hypertext-transfer-protocol-

secure/
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https://csrc.nist.gov/glossary/term/hardware_security_module_hsm
https://csrc.nist.gov/glossary/term/hardware_security_module_hsm
https://doi.org/10.6028/NIST.SP.800-53r5
https://www.gartner.com/en/information-technology/glossary/homomorphic-encryption-he
https://www.gartner.com/en/information-technology/glossary/homomorphic-encryption-he
https://iapp.org/resources/article/hypertext-transfer-protocol-secure/
https://iapp.org/resources/article/hypertext-transfer-protocol-secure/

S PR L — PfRE XSS i 1 R R B e -5 8 B R
KR AE TS B IIAT N ERE B BRI RS EEF
Bt AIORYME B BTERINLE M SE R . BROR ) B
I . B, B EOE e T SRR I S o T XU B

(IT Risk Management)  w] LI E GRS SIS0 A0 4, DA BRSO AE AR N 2 25 9
H-5 P € SCHI RS H s PRAr— 2

IT KEEE

K RS I F v2: CSA: S A5 R (SRM) AT,

St 1545 T2 (O PR 3 5 R W — S 3R — A s — b 8 e — AL
(Identity) SJF:  https://csrc.nist.gov/glossary/term/identity

SR S U5 AR B QAMD 2 52 2 AR A8 B BRI I HT P £ 40

Vi i) LB 28 Go A N R RS BR FR) S AR TR AR o 1AM Ty

ZIRHE AR TE . S RIAE. AU EZ IR, 1AM 7 Bh 4L S
SRRBEHEER  RRE AU A RV R BUREEE RS R, SR U5 I B
(dentity and Access T3 /INBUBR JE U4 T (¥ 1AM & 2 4L RE 0% fi 4k B P P B ARE, PRI
Management, I1AM) P8 U R XURS: o

K5

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST. SP.800-203.pdf

M
RN B 2 e AR R G R, BLAEASI | e L ARl E A

(Incident Response, IR)
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https://csrc.nist.gov/glossary/term/identity
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-203.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-203.pdf

B ma R R

(Incident Response

Plan)

PN EECE

(Indicators of

Compromise, loC)

NER RS
(Intrusion Detection

System)

FHEEHE

(Master Data

Management, MDM)

M SCRY, TS R R SMHT R TEHF

¢ Cloud Penetration Testing : CSA

T BN RGN 2% LR N R FBGIETESS o 3K L TR A Fi A 145 12
ZAaTL N SURUR GEE B 03 RERS A AR A B B Al s Bl . et
FEN FAEHH 1oC SE47 3 Mk s S SR I BORFIAT 9o loC IS F i m]
BRAER B, PR NSRS, DAt — 20 itk 2 R f) S A2 i 2 A
Kok .

>3 : TrendMicro: Indicators of compromise

Wz 24 TR, T WA 4 it i A i 4 o 5 A7 FE CRTIRN iG 3. ]
St i ) B P 2 4 SR AT N

)

SRJE: IBM: What is an intrusion detection system (IDS)?

B AEPAT R IR HERE BT BB, XA x5 B RGN 52
BAE ] P AR, SR S RN R
TR AR Sy A B T ARG R SEAR o TRIIRER AR AN LT SR ) o R 2
HEARE =B

S5 https://csrc.nist.gov/glossary/term/malware

K TTHRORIKSN R, B ORAL S5 AT SORE T SE R 1, DR Al
iR BRI T — Bk ERRE L EEE . TR Bk AT I

B
k.
K -

https://www.gartner.com/en/information-technology/glossary/
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https://cloudsecurityalliance.org/artifacts/cloud-penetration-testing-playbook/
https://www.trendmicro.com/vinfo/us/security/definition/indicators-of-compromise
https://www.ibm.com/topics/intrusion-detection-system
https://csrc.nist.gov/glossary/term/malware
https://www.gartner.com/en/information-technology/glossary/master-data-management-mdm

ToHHE

(Meta data)

Z HRBIE

(Multi Factor

Authentication, MFA)

oA 2% 73 Bt

(Network

Segmentation)

FEAREH

(Non-Human Identity)

14

(Password)

master-data-management-mdm

BRI REHRNGER, R4 T BEEERE. KM, i &S Al
YRR R R 55 B 3Cany . Rk, JoBlE T DA R B g e A B 1Y
R F R TR a5 2. ol 2 B e e ) 2%
Ao

KR BRI UE 20 BRI AN ECE 2 R R, AR
REDRITA BIZRPE”, IR, AN A RERIRAE A", W
B PIN B9, DL “IRfEAt2”, G Sl AT N 15 %5

SRR A S E TR v2: CSA: A5 R HL (SRM) 4tk

KR MR ZEBR, ERMNERID AN L) T4, ER4%
B BABERS K 5 L8 B TT S FF AT I 25 S SEARRS 1) 22 S 2 A i
%o

S5 : VMware: What is network segmentation?

FENEGBIRRRE DN AEAA T (AR FHRBRH B3 -
Xl et it S B A HERE SR S5 ARG Bty B A BN A BN, R T
FENE SR 2 FH W T PAT IBLEA B AR T e AR ST, dnis AT itk
A 55 55 ] PR 2% R 55 o AT THR AT A A S R 19X 18 9% B At E 498 i P
FrE BUR S RS HMHLES .

https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800- 63a.pdf

P BAIE S0 BRISAIE T AL PR A 745 e CPBE. B AR 5D
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https://www.gartner.com/en/information-technology/glossary/master-data-management-mdm
https://cloudsecurityalliance.org/artifacts/enterprise-architecture-reference-guide-v2/
https://www.vmware.com/topics/glossary/content/network-segmentation.html
https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-63a.pdf
https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-63a.pdf

https://csrc.nist.gov/glossary/term/ password#:~:text=memorized%20

mESe g
68 Z MBI NG | 8 SUCERGH S LW 4E4r 14 7 s id s PRI 4
(Password  EELITHMIN. IO HNSHILR,
Management)

KR VA ISR v2: CSA: 245X (SRM) 4R

— RIS, MO B DA bR A BB MR R O B AR, H

BEMNR A E AL Y AL R IR TR 5 T e B R AR e B el
B

(Penetration Testing)

SRJE: https://csrc.nist.gov/glossary/term/penetration_testing

AL AHSRIRABOE BN N S G R, fluns . st RS AR
AR IC SRS, ToR R Bl I 2 S AN AT IR AIME B4 &
AATRGIE R BOE R MR ST KB (L R A
(Personally identifiable TVARAIZEIRSE)
information, PlI)

https://csrc.nist.gov/glossary/term/personally identifiable information

— A B R WA L RV A B R R (A dRAT K

B2 ke
T MER, JEFEE IR A E A EE A R AN .
(Phishing)
S5 https://csrc.nist.gov/glossary/term/phishing
0 4 € D — b o 2% 22 Ay g, TN A 2R 50 AR ) [ R 8% 4 £ 50 A g

Phishing Simulation .
( g ) S} 1BM: What is a phishing simulation?
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https://csrc.nist.gov/glossary/term/password
https://csrc.nist.gov/glossary/term/password
https://cloudsecurityalliance.org/artifacts/enterprise-architecture-reference-guide-v2/
https://csrc.nist.gov/glossary/term/penetration_testing
https://csrc.nist.gov/glossary/term/personally_identifiable_information
https://csrc.nist.gov/glossary/term/personally_identifiable_information
https://csrc.nist.gov/glossary/term/phishing
https://www.ibm.com/blog/phishing-simulation/

SRS E

(Policy Management)

EHEEH

(Principal Data

Management)

F 25 R &

(Quality of Service,

QosS)

BR®MA

(Ransomware)

R BRI AR S5

(Ransomware-as-a-Servic

e, Raa$)

KISE R — M TETQE. FAEFEHERIRREST 6. R
) H br R 4E T — NG RTRAE, XA G5 R SCHF SR ) 1)
. SEHE. EAAE, JFHRAMURIL S TR RS

KR RS H R v2: CSA: ZAEXEE L (SRM) 43,

YT A 2] SR BRI B R RE . X AR TTURE HLEs
R Ss . RBKFTRER EH B R TR LA 2w, SR,
. 5KFIPRR. SHATENLRSE.

S VSRS £ IR v2: CSA: 4T 5K B (SRM) Ak

NAFRBINRER . P BRI AR MRE S, BORIERE
WHA —EFAITEREIRETT .

A -

https://www.iso.org/obp/ui#tiso:std:is0:20205:ed-1:vl:en:term:1.6.3

BREA MR, ERERANAZ RGN, REnER
L RGANHEE, ERAARAMEEHNEL T REVIH. BhEREE
RHEEHEANERM (Be) a4 cRMtwE® . SRR oE
ZRBRIRANRGE, Bl 5 R SR B2 B W alh HEAT A H

&5 - Disaster Recovery as a Service : CSA

— A LRSI (FR MR ATLAL ) b A B AH 380 R R A ) 7Rl A AR
NGB IR (RaaS) o RaaS A A2 82 1 4 Bt a1 & 4 119
FEFERZ —, FNEHEEMEMTNE, HEEBEEARIRBA AT
NE, BESX AARERE SR AT

¢ : TrendMicro: Ransomware as a Service
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https://cloudsecurityalliance.org/artifacts/enterprise-architecture-reference-guide-v2/
https://cloudsecurityalliance.org/artifacts/enterprise-architecture-reference-guide-v2/
https://www.iso.org/obp/ui
https://cloudsecurityalliance.org/artifacts/disaster-recovery-as-a-service/
https://www.trendmicro.com/vinfo/us/security/definition/ransomware-as-a-service-raas

SE it 98

(Real Time Filtering)

KR

(Recovery Plans)

W RS

(Reporting Services)

SR

(Resource Data

Management)

R

(Risk)

— AR, T AR SR S PR R A AR CRIAE R, an s e A
IEL L PR £ oA

I RS HEIER v2: CSA: 245K H (SRM) AT

PR TR 1 Hh W el o o S KRR 55 S A BT e AR AR J o 35X
ST )3 W A SR AE AR B RN B H AR 1B PR E IR S5 HIP IR, [F
I WS FEREAS bR AR BE AN AR St i R L

KIR: M SH R v2: CSA: BRI IT MRS (TSS) 4tk

ARSI T A2 AT AR BBERE T, TR 23R & BGRIR 2R
GBI . R IRSTIEIRAL T HZ IR AN M BdlE O o SRR SR B R RE
RETo

K DS AR EE v2: CSA: FEARAEIRTT ZE RS (TSS) 4idzk

BRI B & B R R RBE R, E R AR RS B R VRS Uy
o] AR

kYR PSS v2: CSA: 45 RS H (SRM) 4%k

5 R I — AT, BRI AL S ARER & SRR,
W2 22 4 N BN REZ FH SR AR R SCXRE, T e iz ek Y L P&
i b 55 22 RN HE 2 A P RS SC: TBE BRI AR K R FFIL T
“PURS " Fi IR AT AT R B A BE 0 N BRI AT RENE . DRIE, 28 A
L2 i A B A R 40 AT A EEAT A

KU

Information Technology Governance, Risk and Compliance in Healthcare :

CSA

© 2024 22 4B KR AR X R AT 27


https://cloudsecurityalliance.org/artifacts/enterprise-architecture-reference-guide-v2/
https://cloudsecurityalliance.org/artifacts/enterprise-architecture-reference-guide-v2/
https://cloudsecurityalliance.org/artifacts/enterprise-architecture-reference-guide-v2/
https://cloudsecurityalliance.org/artifacts/enterprise-architecture-reference-guide-v2/
https://cloudsecurityalliance.org/artifacts/information-technology-governance-risk-compliance-in-healthcare/
https://cloudsecurityalliance.org/artifacts/information-technology-governance-risk-compliance-in-healthcare/
https://cloudsecurityalliance.org/artifacts/information-technology-governance-risk-compliance-in-healthcare/

RS A

(Risk Assessments)

Rootkit

Koo Or B AR

(Rules for Data

Retention)

ZEHHE M

(Secure Data

Enclave)

IR EH
(Secure Disposal of

Data)

REEETE

(Secure Sockets Layer,

SSL)

R PPAL S B HELE A B (1 COBIT. 1S027001) FHs 48 MR (41 SOX.
PCI) iy g ZH 20342 1| 15 e P s

HE: VI ZHEARE v2: CSA: FORMFRTT ZRIRST (TSS) U
Bl H AL SRAG I EAHLE root 2o Uy I BRR i 8 Y 1 — 4L TR, FH - FaeR
Wik B AR BN LSS, IR e 7B fo VRS & 4E R0 EHLET root
2 5 1A BURR -

S5 https://csrc.nist.gov/glossary/term/rootkit

XA L T LS A AT ER AR B A (5B T IR
SRR BIRER . LN RiEs) MR EBERMTER, 5K
R, MR TRELE.

/

VR ANV BEM B EE TR R v2: CSA: V5535 E S FF IR 4% (BOSS) i,

— Ay, RS, A B BURET TR A O S AR TN 51
FRBESCRE . 2Bl AT & R Z 2B, DU ORIRYE 2, 5%
FOAN [ Prid R ORI 52 BRAE

KI5 https://securedata.uchicago.edu/

PR EE B8 8 B, DA IE R R (i, @y BOERA) .
JS2 G A R A BB %, RS B A i A B

Sk IS EIEET v2: CSA: WA EE T HIRS (BOSS) 41l

— M N, NN IEAE N R 2 R (R B RA A B 5 B M AR
Z AN E A TLS I8 AT TLS 18T,

S} . https://csrc.nist.gov/glossary/term/secure sockets layer
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https://cloudsecurityalliance.org/artifacts/enterprise-architecture-reference-guide-v2/
https://csrc.nist.gov/glossary/term/rootkit
https://cloudsecurityalliance.org/artifacts/enterprise-architecture-reference-guide-v2/

REHT

(Security Audit)

ZEENF

(Security Incident)

ZEHT

(Security Patch)

ZELH

(Security Token)

RELMMRS

(Security Token

Service, STS)

X R G RANE S HAT HOL AN A, DA RGIEHIE A,
RET & BRI % S BURAE Y, AN 22 AR 55 h A AT 9, TR HERR AT
Xt s A Tt T 7 A A2 B

SEJE . https://csrc.nist.gov/glossary/term/security audit

— RS PR EE EE R A B ARG RE N SE B EECRT E, BE fE K
ER2 (S LN e = W T DR D N A BN ge of 1 N o0 e s 2 AT 2
A FH BUR AR A0 R A e A 10 2 4 U R 41

SRR https://csrc.nist.gov/glossary/term/security_incident

HH R B ZETT RN G 2 B4 T 7 B R 5. SEIR 1
KT ST 2 R AR A e D AT BOR SEB HE HT, IR R
eI B

SRJF: CyberDB: What is a Patch in Cybersecurity?

AR T IR R G T L A B e %o By B E AcHiE 6 A
M MAGZ MZZ ., WTRAE SR A7 AR . 2242 i ik
KA PR A i IE

Sy : Okta: What Is a Security Token?

N CG) BIBWNIERTT R ZEERG . AR, 8. B
ik SR AESH 2 L BRI 4L

Sy Radiant Logic: Secure Token Service
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https://www.okta.com/identity-101/security-token/
https://www.radiantlogic.com/glossary/secure-token-service-sts/

JEAR LA 2P AU (R R, SRS B PN 3L
Hler SO BRSO 1 3 3 F AR R B Tl 5 A A
BHEE (PID MSEIEUE, BhE sk BR R E, IR
NoRMgEER RRATE. BORETREH SR AR, IR R LA
I T T L RBL S S . B 0 8 1 T A 1
(Sensitive Data ;2 # ik  p AU BCHR I R FLHEAT RN . Ho s — 86 T FLIR T LLVF

Scanning) il A TUASCHE PO G 553 11 B FE Bt 22 s v ) B 2
R

https://www.splunk.com/en us/blog/learn/data-scanning.html

BBV S Y IRIERIRE 70, FEE V44 B RGBT S AT 4
IR, IR T T S SRS AR G0 AT A
B R, AR L T % TR bR R G2 0 AR

(Single Sign-On, SSO) I

https://www.gartner.com/en/information-technology/glossary/sso-single-

Sign-on

AT AT REIE LS B RGUREIRBUNTT IR B $5E . (2oaidngs
k55, WHLEE (B, PRe. BREHEE) « AT,

AN FAh A B R AN R i 1) 15 DL A

B

(Threat)
SRR https://www.niap-ccevs.org/Ref/CNSSI_4009.pdf (March 2,

2022,Page 200)
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https://www.splunk.com/en_us/blog/learn/data-scanning.html
https://www.splunk.com/en_us/blog/learn/data-scanning.html
https://www.gartner.com/en/information-technology/glossary/sso-single-sign-on
https://www.gartner.com/en/information-technology/glossary/sso-single-sign-on
https://www.gartner.com/en/information-technology/glossary/sso-single-sign-on

=TT BN

(Third Party Providers)

BB R

(Threat Intelligence)

B SiRIREE

(Threat & Vulnerability

Management)

Sqi x4

(Tokenization)

SRS E G RAMISN RS IRAE R . SR BENR . A
AR At e o

Sy Third-party Providers - Glossary | CSRC (nist.gov)

AR RAE. i, b, MREEEREMER, kLR R
BLAERE FEE.

Sy https://csrc.nist.gov/glossary/term/threat intelligence

AU I etz R, AnRTRE R U E R SR
ABEN e Rl B — TR A TAE, Aol id BRERH 55
W PO MBI, FERBUBHMNRME . B8 i B sl &
oAbz i, DACSIOR ISR B T . B AR A 22 4t
FEAT AR BRI K — 8 73 o X AU S AL I8 T B0 & 75 TR A B
i PR TR 8 s REAOLRD T AL 22 A IR o [ ) JHG Ak T B R X B
% i o

K VKIS IR v2: CSA: ZAe 5T (SRM) Al

— AR DR R EERURE BRI, R F B R R R A
—ANERIN L AR TR B XA ARBUR I TCER AR 2 R
BUREHR R ORAAE — D 24, IR

KR

https://www.ibm.com/cloud/architecture/architectures/security-

data-tokenization-solution/
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https://csrc.nist.gov/glossary/term/third_party_providers
https://csrc.nist.gov/glossary/term/threat_intelligence
https://www.ibm.com/cloud/architecture/architectures/security-data-tokenization-solution/
https://www.ibm.com/cloud/architecture/architectures/security-data-tokenization-solution/

e E 22 il

(Transport Layer

Security, TLS)

AR BARMERF

(Tactics,

Techniques, and

Procedures, TTPs)

e & FI R 4%

(Virtual Private

Network, VPN)

-

(Vulnerability)

Web R F B K 3%

(Web Application

Firewall, WAF)

—AINE P, A SSL TR AT, F T AETHSEHLER 1P R 2% L i
Bt g aett.

Sy https://csrc.nist.gov/glossary/term/transport layer security

it BAT AR . BRARGRXIX AT N B R B A, T AR
FEAERORTE SR XTI E PR IR, R NIRRT = P AT
NEVEARL . SRR .

U https://csrc.nist.gov/glossary/term/tactics technigues and

procedures

A PR X 2% Al _E AR RE AU 4%, T DA AE R 45 22 8] B[] — )
2% b RAN R TY s T A R R B A 1P 15 R 3R it 22 4 BB B ML o

VB https://csrc.nist.gov/glossary/term/virtual private network

MESsthR G 8RS ARG LERET W B2 oS it Hh A7 72 1)
R B A FH (58 Ao

33 Special Publication 800-30 Revision 1 Guide for Conducting Risk

Assessments, National Institute of Standards and Technology

MBS K, @t HTTP JiE kM. BRI .

3¢ JE: The Six Pillars of DevSecOps: Automation : CSA
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https://csrc.nist.gov/glossary/term/transport_layer_security
https://csrc.nist.gov/glossary/term/tactics_techniques_and_procedures
https://csrc.nist.gov/glossary/term/tactics_techniques_and_procedures
https://csrc.nist.gov/glossary/term/virtual_private_network
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf
https://cloudsecurityalliance.org/artifacts/devsecops-automation/

HAHE

(Whitelisting)

FHWR
Bt

(Zero-day exploit)

FHWRA

(Zero-Day Vulnerability)

ZARIEA

(Zero Knowledge

Proof, ZKP)

— AR ST VF TG HEAE K SEAA T 1705 58 I 55 BRA S, THERIA B ZhiE e
T Hofthy SEAR G ) (K 753 o

Sy What is Whitelist and How Does It Work

T H i B — A oM TSN B A B A o R SR AR A ok
P9 2 s ] SE i 9 24 A o F) T BB AR

“TH” SRR B PN R R B R IR AT, SRR ARC
A e RIS 52 Bk R G VT T AL -

SJE.  IBM: What is a zero-day exploit

ARG AP E AR BRI o X R % 4
WEFEN BRI RN SRR B BT AT A B, IF Ho AR A A
BRANT . Z R IRIE SEAR A X SR R AR A, 22 IR X
FE P ey F S v (R RS o AR BERE R AT AN T 20, Sy R R G =
—HEREEANRZF .

S} Trend Micro: What is a zero-day vulnerability?

FEFRD A, FRIIEH S F AR BOE — M7k, @iz,
—J7 GEBIFE) FLLR S —77 (RAE#E) IEWI% E IR IR 2 IERR Y,
[Fi S 38E s 7] 96 10E 2 AR IS AE TR Y I BRR IR R . AU BRI R LS
.

Sy . https://en.wikipedia.org/wiki/Zero-knowledge proof
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https://www.sangfor.com/glossary/cybersecurity/what-is-whitelist
https://www.ibm.com/topics/zero-day
https://www.trendmicro.com/vinfo/us/security/definition/zero-day-vulnerability

BRI A Fl, FHEA T SR BT E (EAE T P 3R
B URBARCARERNERE, I, RRLER AL
SRE— (I TE R T P OB IOV ITAL. MR, B
B o LR RS 5 HbAL U M TR

(Zero Trust, ZT) ESTE

https://cloudsecurityalliance.org/blog/2023/06/20/cisa-s-zero-trust-maturi

ty-model-an-important-step-forward-in-implementing-zero-trust-security-p

rinciples

© 2024 =zt AR KR B X RRBUIT A 34



NS A AAI\C}OUG
©IMA WAGIX security

GREATER CHINA REGION g//jance

Cloud Security Alliance Greater China Region

PEZANEZRE

ZREBKBEAPEX Hisik: BiET R RS AR A 255555 3FB30 (R EREFHALNERKX)/
EM: https://c-csa.cn Hi%:0755-86548359 IFEERIHELUX2EEHEI L RMEMAAELS %905




	英文版本编写专家
	过程

	数据安全术语表

